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Abstract Logging in by typing usernames and pass-
words is by far the most common way to access modern
computer systems. However, such contemporary user
authentication mechanisms are inappropriate in a
ubiquitous computing environment, where users con-
stantly are accessing a wide range of different devices.
This paper introduces new concepts for user authenti-
cation in ubiquitous computing, such as the notion of
proximity-based user authentication and silent login. The
design of these new mechanisms is part of the design of a
ubiquitous computing infrastructure for hospitals,
which is grounded in field studies of medical work in
hospitals. The paper reports from field studies of clini-
cians using an electronic patient record (EPR) and
describes severe usability problems associated with its
login procedures. The EPR’s login mechanisms do not
recognize the nature of medical work as being nomadic,
interrupted, and cooperative around sharing common
material. The consequence is that login is circumvented
and security is jeopardized.

Keywords Login - User authentication - Ubiquitous
computing - Computer-supported cooperative work
(CSCW) - Activity-based computing (ABC) - Electronic
patient record (EPR) - Healthcare - Hospitals

1 Introduction

The title of this paper paraphrases the title of Donald
Norman’s old paper on “The Trouble with UNIX"* [17].
In his paper Norman analyses some of the basic com-
mands in the UNIX operating systems and points to
some of the fundamental usability problems associated
with these commands. For example, it is in no way
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obvious why the command cat is used to print out a text
file on the screen.

In this paper, we would like to draw the attention to
another fundamental usability problem associated with
the use of practically every computer in the world,
namely the trouble of logging in and out of a computer.
This is a mundane and yet fundamental aspect of using a
computer and it therefore seldom receives much attention
during the design and implementation of new computer
systems. This paper demonstrates that the classic login
and logout design pattern causes fundamental usability
problems. And because the login design pattern is used in
practically every computer systems on the globe, this
usability problem is already of enormous scope.

But with the advent of pervasive computing the
problem is increasing. Pervasive or ubiquitous comput-
ing [23] envision a future where computers are available
in huge numbers that they are mostly embedded in
everyday artifacts, like furniture, cars, buildings, etc., and
they cooperate via a basic communication infrastructure.
We are entering a period where instead of every user
having a personal computer, a user would be able to use a
vast number of more or less public computers. Now,
imagine that a user would need to type in his username
and password on all these computers before he could
start using them. Clearly, if the design pattern of login
and logout is not considered a usability problem todays, it
will most certainly become one in the years to come.

The aim of this paper is twofold. First, it presents
findings from a field study of clinicians using an elec-
tronic patient record (EPR) with special emphasis on
issues related to user authentication and user session
management. Even though this EPR cannot be charac-
terized as an ubiquitous computing environment at all,
the study provides an important insight into the
challenges in designing proper user authentication
mechanisms for an ubiquitous computing environment
supporting the highly nomadic, dynamic, interrupted,
and cooperative work in hospitals. Second, the paper
presents new concepts for user authentication
mechanisms for ubiquitous computing environments,
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which are grounded in the field studies. These mecha-
nisms have been implemented and evaluated as part of a
larger ubiquitous computing environment for hospitals,
called the ABC Framework.

The paper starts by introducing some historical
background and related research on user authentication
and usability. Section 2 introduces the field study and
Sect. 3 discusses the findings from this study. Section 4
presents the new concepts for user authentication in
ubiquitous computing and Sect. 5 concludes the paper
with a discussion of tradeoffs between usability and
security.

1.1 Background: identification and user authentication

User authentication is a basic theme in computer
security and covers establishing who the user is (identi-
fication), verifying this identity (verification or authenti-
cation), and providing proper access to the resource that
the user is allowed to use (authorization). User authen-
tication became important when multi-user computers
and operating systems were introduced. The later
mainframe batch and timesharing systems were the first
to introduce the login by typing username and pass-
word. Early minicomputers (e.g. PDP-1 and PDP-8) did
not have a login procedure; neither did the Apple II or
the original IBM PC. But with the spread of UNIX on
the PDP-11 minicomputer and the networked PCs, login
again became needed [22].

Even though the traditional login by typing username
and password has developed technically over the years it
has not changed since the 1960s seen from a usability
point of view. This tendency is also reflected in the
research done around user authentication where most
work has been done within the fields of computer
communication and computer security, and very little
has been done from a usability point of view.

A few studies have pointed to usability problems with
the use of passwords and the organizational policies
surrounding it. Adams and Sasse [1] note that mecha-
nisms and policies for increasing security, like frequent
change of passwords, had the opposite effect because
users then made easy-to-remember passwords and wrote
them down, thereby lowering security. Hence, security
mechanisms incompatible with work practices may be
circumvented by users and thereby undermine system
security overall. However, Adams and Sasse’s investiga-
tions also demonstrate that users are certainly motivated
to support the security of the system, but often unable to
determine the security implications of their actions.
Zurko and Simon [24] and later Flechais et al. [11] call for
doing user-centered security to create security models,
mechanisms, systems, and software that have usability as
a primary motivation or goal. This paper is an example of
doing this kind of ‘user-centered security’ design.

There is, however, a commercial pressure on handling
the process of login in a more convenient manner. We
thus witness the design of hardware as well as software

system for easier login. For example, one of the prom-
inent usage scenarios for the smart card is user authen-
tication [8]. The SunRay system from SUN utilizes
smart card technology as a way of logging in a user on
an X Windows terminal and to restore the user session.
Likewise, software systems are devised to help user
authentication across different domains and systems.
For example the lightweight directory access protocol
(LDAP) can be used as a central repository for user-
names and passwords enabling single signon. Similarly,
Microsoft Passport.net aims at solving the increasing
problem of typing in usernames and passwords on
numerous web sites by creating a centralized authori-
zation mechanism.

The use of biometric systems is receiving an increas-
ing attention currently. Biometric identification is a
common term for using a person’s biological traits as a
way of identifying him. There are basically eight bio-
metric types that are used in systems at the moment: face
geometry, fingerprint, hand geometry, iris pattern, reti-
nal pattern, signature, voice print, and facial thermo-
gram [12]. Even though it is also being ‘marketed’ as a
new user-friendly user authentication mechanism, there
is little research so far into the usability of these systems.
Most work and research on biometric systems focus on
security and accuracy.

Login using usernames and passwords are designed
for, and often used in an office situation, characterized
as being individuals working while sitting down at a
desk using the same personal computer for a long period
of time—typically a whole working day. It is the aim of
this paper to demonstrate how this traditional login
schema completely disrupts a smooth flow of work in
settings characterized by workers being mobile, often
interrupted, cooperating and using many different
computers during a working day. We want to argue that
the design of ubiquitous computer systems for these kind
of working environments needs to accomodate such
challenges, rather than unconsciously adopt existing
user authentication mechanisms.

2 The study

Our field study can be characterized as an ethnometh-
odologically oriented investigation [13]. We have made
participant observation and interviews of a mixed group
of nurses and doctors at a Cardio-Thoracic surgical
department, called department T, at a large Danish
hospital.

2.1 The site: department T

Department T specializes in surgical procedures relat-
ing to the heart, lungs and stomach—for example by-
pass operations and replacing heart valves. The
department performs approximately 15 heart surgeries
every week.



Department T consists of a ward where the patients
are initially admitted before surgery and transferred
back to post-op treatment after having spent an average
of 24-48 h at the intensive care unit immediately after
surgery. The ward can carry 30 pre and post-op patients
and department T treats approximately 1,300 patients a
year. The ward occupies the sixth floor in the main
hospital building, whereas the surgeons’ and head nur-
se’s offices are located on the second floor in a separate
building, which also holds the offices of the perfusionists
and some of the secretaries. Overall, the department
employs roughly 20 surgeons, 50 nurses, 8 perfusionists
and 6 secretaries. The ground plan for the ward is
illustrated in Fig. 1.

The number of doctors and nurses present at the
ward changes depending on the time of day. In a day
shift, 13—15 nurses are working at the ward while 8-10
surgeons do the morning round before proceeding to
operating theatres, whereas during the night shift, the
ward is ’guarded’ by 3-5 nurses with 2 doctors on
call.

The EPR system installed at department T is a classic
client-server solution with a centralized database server
located in the hospital’s IT department and ’thick’ cli-
ents running on Windows NT PCs. When installing the
EPR system, the ward’s office (A+B in Fig. 1) was
completely refurnished with new computer desks
arranged in a way so that users would sit besides one
another facing the PC (see Fig. 2). There were eight PCs
installed in the office, two PCs in the conference room
(D), and one PC in the medicine room (C). The PCs in
the medicine room and in the conference rooms were not
used. The one in the medicine room was too small and
the ones in the conference room were too far away from
where the work took place. Department T has been
using the EPR system for 2 years and is one of the
departments in Denmark with the most experience in
using EPR systems.

2.2 Data collection and analysis
Three researchers made 80 person-hours of participant

observations of the clinical staff, i.e. followed a person
around for the duration of their shift and during that
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time observed the work and asked questions to broaden
our understanding of the work routines, general work
practice and the use of the computer system [18]. We did
site observations of a particular room. For example, we
stayed in the ward’s office during day and night shifts,
looking at movement patterns in the room and the usage
of the computers [13]. We observed staff meetings, like
the surgeons’ X-ray conferences with the radiology
department, meetings about newly operated patients
with the intensive care unit, and the frequent informa-
tion meetings at the ward about the patients’ health-wise
progress. Such meetings took place both between the
nurses as they "handed over’ their patients to the next
shift, and between the nurse in charge of a patient and a
surgeon in preparation of one of the two daily ward
rounds. Our observations covered different work tasks
(e.g. preliminary patient examinations, different staff
meetings, ward rounds, medicine dispensing and a
by-pass operation), and different time slots (day, evening
and night watch, week-days and weekends). Field notes
were taken continuously and pictures were taken. The
observations were followed by seven interviews lasting
ca. 45 minutes each, and four future workshops [14],
which were video recorded. The theme for the interviews
and workshops were to reflect on some of the observa-
tions, and to let the clinicians articulate their problems
experienced with the current computer support in their
daily work and to discuss visions for the design of new
types of computer support for clinical work. A part of
these interviews and workshop dealt with the problems
surrounding login and logout of the EPR system.

The field notes and the interviews were transcribed
and analyzed for recurrent patterns of usability prob-
lems and design challenges. This paper reports on one
such pattern, namely the design pattern of login and
logout of the EPR.

3 Findings

The introduction of the EPR introduced the need for
identification and authentication of users when accessing
the EPR system. This is such a fundamental and legal
aspect of using an EPR that it never received much
attention during the implementation of the system.

Fig. 1 Ground plan of the ward
at department T. Important
locations are: the ward office
(A + B), the medicine room (C),
and the conference room (D)

————
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Fig. 2 The ward office equipped with PCs lined up in one row,
forcing the clinicians to work one-to-one with the EPR. This
picture is taken in location A in Fig. 1

However, this seemingly truism was the root of many
usability problems at the department.

Our analysis has identified some basic aspects of
medical work, which we shall present in this chapter and
discuss how the login procedure of the EPR system
contradicts the way medical work is being accomplished
in practice.

3.1 Clinical work happens in a fast pace while login
causes focus shift

A striking feature of medical work in a modern hospital
is that it is happening in a fast pace—for an outsider it
might even seem chaotic. Much work takes place ad hoc
in the hallway, during lunch, in the door openings, and
while moving from one location to another. Further-
more, a clinician is often engaged in several tasks in
parallel and is often having a conversation going on with
several people simultaneously. Clinicians also seldom sit
down—most work is accomplished either standing up or
walking around.

Take the ward round as an example. The ward round
is performed by the ward round team—a physician and
one or two nurses. A typical ward round at department
T consists of a tour round the ward, where the physician
and nurses visit the patients admitted here. The usual
pattern is to alternate between three sub-tasks. First, the
clinicians would prepare themselves for the visit. This
includes browsing through the medical record, looking
up if there are new answers to e.g. blood tests, and
discussing how well the patient is doing in his or her
overall treatment and care. This task involves very
different information from the medical records, both
paper-based and electronic. The main outcome of this
task is a plan for what the next step in the patient’s

treatment and care would be. For example, a prescrip-
tion of a drug or the need for a blood test. The second
subtask involves visiting the patient at the bedside. This
task involves a discussion of how the clinicians view the
progress in treatment and care, as well a the patient’s
view on it. During this subtask, it is common to consult
the medical record for looking up details in e.g. medi-
cation or to see what another physician might have
written in the records yesterday. The third subtask
involves closing the case for today, which involves
making relevant drug prescriptions, ordering blood
tests, requesting X-ray images taken, etc. It also involves
making the relevant documentation in the medical
records as to what has been decided and done.

Before the EPR system was introduced these three
subtasks were typically done in close connection, the
first one taking place in the hallway, the second one
obviously at the patient’s bedside, and the third one at
the bedside or in the hallway again. In this way, the ward
round team would walk from one patient to the next,
finishing each patient at that time. The introduction of
the EPR system, however, required the clinicians to use
the PCs in subtask one and three, and they lost the
connection to the medical record in subtask two. To
avoid running back and forth between the patients’
bedside and the PCs in the ward office, this caused the
clinicians to stop walking around the ward, but instead
forced them to stay in the ward office to prepare all the
patients first, i.e. to carry out subtask one for all patients
simultaneously. Then they would take the ward round,
while making detailed notes on print-outs and notepads,
and subsequently enter the ward office again to carry out
subtask three for all patients. The physician would dic-
tate an entry to the record to be transcribed later the
same day by a secretary, and the nurse would need to
type her information into the EPR system directly. It
was a general complaint during our interviews and at the
workshop to address this issue — as one of the nurses put
it:

Before we got the EPR, I would have finished the task I
was doing before I left the patient’s room. Now I have
to remember a lot in order to enter it into the system
later.

The introduction of the EPR system running on
desktop PCs fits very poorly with this fast paced medical
work. Today, in order to get access to the EPR system
the user was forced to enter the ward office, sit down at a
computer desk, log in and find the relevant data. This
moves the clinician away from the hallway, the door
opening, etc. where the job had happened before. A
simple thing like having to sit down on an office chair all
the time fitted poorly into the work.

Taking a closer look at the usage of the EPR system,
one of the first and most obvious observatione at the
ward was that logging in to a computer is, for many
nurses and doctors, a tedious and highly awkward thing
to do. Remembering usernames and passwords is just
plain difficult even for experienced computer users and



typing them in, created a breakdown in the interaction
with the computer, forcing the user to focus on the
computer instead of his or her task at hand. The whole
idea of using a normal desktop PC and arranging it for
individual usage in the office seemed to fit very poorly
with the way clinicians were working.

These problems are often worsened by the need for
several different usernames and passwords for different
computer systems. The problem of having numerous
accounts to different computer systems, operating sys-
tems, web sites, etc. is well known to most computer
users. At the hospital, the installation of the EPR system
on Windows NT PCs created a double level of login;
first level was the NT login and the second level was the
login to the EPR system. Because the EPR system could
not synchronize with the NT domain controller, the
users had different logins for these two levels and had to
type them in both places.

3.2 Medical work is nomadic while login is fixed
to one computer

The ward round example above also illustrates how
medical work is inherently mobile [4]. Clinicians of all
kind are constantly moving around within their ’action-
range’. For example, the nurses move around within the
ward or the outpatient clinic, and the doctors within the
whole hospital. The EPR system does not in any way
support this mobile and nomadic nature of medical
work and especially the login and logout procedures for
the system caused a lot of inconveniences for the users
when moving around. The login and hence the user
session is always tied to a certain computer, which is
located in a specific place and it is thus impossible to
continue the work as the clinician moves around in the
hospital or within the ward.

Consider the work at the ward, for example. Most
activities involve walking between several loca-
tions—primarily the ward office (A + B), the medicine
room (C) and the different patient rooms (E), but also
the different rooms for clean and dirty equipment. It is
no coincidence that the office and the medicine room
are located in the centre of the ward (see Fig. 1). Take
for example the nurse’s task of handing out medicine.
When a patient has been prescribed medicine, it is the
duty of the nurse to ensure that the medicine is given to
the right patient at the right time, in the proper way,
and that the process is properly documented. This
activity of handing out and documenting medication
involves constant walking between the medicine room,
where the nurse finds, prepares, and arranges the
medicine and down to the patient’s bedside, where the
medicine is handed out. This task is repeated for
practically all patients, four times a day and since the
ward carries up to 30 patients, this task happens fre-
quently; and several nurses carry out this task simul-
taneously.
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The medicine schema for a patient is essential for
performing this task of giving medicine. This schema
contains the information of the medication, like the type
of medicine, dose, frequency, and instruction for taking
the medicine. The medicine schema is part of the EPR
and thus ’located’ in the computer. To access and use the
medicine schema, the nurse would need to log in to a
computer. And since the PC in the medicine room is too
small for practical use, and because there is only one,
she/he would necessarily have to use one of the com-
puters in the office. Here she/he would find the patient,
find his medicine schema and scroll to the relevant day
and time and find the medicine and its details. She/he
would log out, go to the medicine room, fetch the
medicine, go to the patient’s bedside, hand out the
medicine and make some notes on a piece of paper.
When finished at the patient, she/he would need to find a
vacant computer in the office and transfer his or her
documentation to the EPR system. Here the whole
process of logging in and finding the patient and his
medicine schema would be repeated in order for him or
her to document the medication. Thus, the introduction
of the EPR system has made the work of the nurse even
more nomadic. Before, handing out of medicine in-
volved walking between the medicine room and the
patient room. Now, the route has become office —
medicine room — patient room — office.

Clearly this is a rather cumbersome way of handing
out medicine and taking the busy environment of a
hospital into consideration, it is not surprising that the
nurses have established a work-around to this tedious
login and logout nightmare. Even though the EPR has
been installed, they still use the ’old-fashioned’ paper-
based records. Now they just start every morning by
printing out relevant data sheets from the EPR, espe-
cially the medicine schemas. These print-outs are used
during the day as a mobile tool for the medication hand-
out, including reading the prescriptions on the paper and
documenting it directly, writing notes on the paper.
Before leaving the ward in the afternoon, they now need
to type in all the notes taken during the day.

3.3 Login contradicts the interrupted nature
of medical work

The collaborative work among clinicians is often done in
an ad hoc manner. There are, of course, scheduled
medical conferences and operations; but a large part of
medical work is established ad hoc as the situation calls
for it. A typical situation is a patient calling the nurse
because of pains, who then calls the physician on duty in
order to have him prescribe some painkillers.

An unavoidable side-effect of the distributed and
close collaboration among clinicians is that they often
interrupt each other. In order for a clinician to establish
a collaboration or communication she/he must often
interrupt the other person in whatever she/he is doing. In
the above example, the nurse interrupts the physician
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who needs to suspend what he/she was doing when the
phone rang, and to start a dialog with the nurse about
the patient and his/her condition. Such a situation would
often require the physician to look up the patient record
or actually to go and visit the patient, distracting him or
her even more from the original work activity.

Another classic example of interruption happens
among nurses working in the medicine room (Fig. 3).
They frequently cooperate by asking each other ques-
tions and by handing over the different medicine sche-
mas. Hence, there is a high degree of interruption, but
this is considered fruitful because it is a central part of a
close cooperation.

Every time a user logs in to the EPR system, she/he
gets the same start page—typically the list of patients
admitted to the ward. Hence, when a user is interrupted,
logs out and leaves the computer she/he has to start all
over again upon return. To accommodate this problem,
the EPR has a feature of locking the computer. How-
ever, only the user, who locked the computer, can un-
lock it again—leaving the computer literary unusable for
anybody else. Because it was such a cumbersome task to
log out and log in again, everybody would just lock
’their’ computer. During the busy dayshift, this often
created a huge bottleneck in availability of computer
because the ratio was eight computers for 15 to 20 users.
Furthermore, as described above, users tend to enter and
leave the department constantly. Therefore, computers
could stay locked by persons that no longer were at the
department and it became a tedious and irritating job to
locate these people and ask the person to come back to
the department and unlock the computer. In its utmost
consequence, the computer could be left locked and
unusable for days, if the person using it had gone home.
Furthermore, there is no support for the micro-mobility
happening in the medicine room enabling the nurses to
alternate between different user sessions. This is further
discussed below.

=

Fig. 3 The Medicine Room — Nurses are preparing medicine for
patients, while asking each other questions

3.4 Medical work is collaborative using shared
material while login is intended for single
user activities

Another fundamental aspect of the login concept is that
it is personal. This is caused by the security need for
traceability—the system should record (log) who is
doing what. This personal login basically contradicts the
fact that most medical work is collaborative-through the
sharing of common material, like the patient’s record.

For example, doctors and nurses would often engage
in a conversation about the treatment of a patient just
before the ward round. This conversation is accompa-
nied by a collaborative browsing, reading and editing of
the paper-based record. A nurse would, for example,
describe a medication problem of a patient and the
doctors would suggest that the patient is prescribed
some other medicine. This frequently occurring inter-
action is easily supported by paper where the nurse
would hand over the medicine schema and the doctor
would just add the prescription and sign it by affixing his
initials. Such kind of micro-mobility of paper-based
material is common in medical work [15], because the
physical properties of paper as being thin, light, flexible,
opaque, and writable afford the human actions of
grasping, carrying, folding, writing, and so on [20].
Figure 4a depicts a typical work situation where nurses
and physicians discuss, share, and edit common paper-
based material including the medical record.

In the computer-based record, however, this little
task of handing over the medicine schema for additional
prescription becomes highly awkward. Imagine that the
nurse is using the computer having a patient’s medicine
schema shown. Because a nurse is not authorized to
prescribe medicine she/he would need to log out and the
doctor would need to log in, leading them away from the
patient in question and back to the login start page of
the EPR. Thus, before the doctor could initiate a pre-
scription, she/he would now need to find the patient
again, and navigate to the medicine schema, and scroll
to the medicine in question. Now, if the nurse wants to
use the computer again, she would need to start all over
once more. A feature of the EPR system did, however,
accomodate this work practice by enabling the nurse to
prescribe medicine in the name of a doctor, who later
could log in and approve this prescription. But this
feature was primarily designed and used for situations
where the physician was not present at the ward.

The real challenge arises when nurses and physicians
are preparing for the ward round together in the ward
office. In order to establish a shared workspace like the
table in Fig. 4, they would use two or more computers as
shown in Fig. 5. Here one of the nurses is logged in to
the computer on the right-hand side of the picture, while
the physician is logged into the computer on the left-
hand side. This creates a rather awkward working situ-
ation, where the clinicians instead of facing a shared
workspace (the papers on the table) now are turned
away from each other. One might argue that this can be



Fig. 4 Medical cooperation
between nurses and physicians
sharing and editing various
paper-based material

Fig. 5 Medical cooperation
between two nurses and a
physician using two computers
in order to view different parts
of the EPR

solved by simply arranging the monitors side-by-side,
which some of them also are (see Fig. 2). The point here,
however, is that the nurse and the physician are not
working together on the shared material, which is han-
ded over and edited by all involved persons. There is still
no way a physician in the EPR system can do what
corresponds to taking a pen and writing a prescription
on the medicine schema that is currently on the nurse’s
monitor.

3.5 Login is being circumvented

The consequence of this tedious login schema is that it is
being circumvented at department T. First, the NT login
was circumvented by having one universal login used by
everybody and the username and password for this login
was written directly on all monitors on the ward. Sec-
ond, it was widespread practice to ’borrow’ a login from
somebody by just handing over the keyboard and mouse
to somebody to do a minor task without logout and
login. This of course implies that the traceability is
jeopardized. Third, usernames and passwords were fre-
quently written in notebooks, on pieces of paper, and
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even directly on the monitors. And finally, passwords
were often made easy to remember—a common strategy
was to alternate between 123" and 456 as passwords
whenever the system asked for renewal of passwords.
These are well-known security problems [21], which are
enlarged by the trouble of login to the EPR.

4 User authentication in ubiquitous computing

So far we have argued how a typical user authentication
mechanism as a simple software component leads to
considerable usability problems in the daily work at a
hospital ward. The usability problems can clearly not be
credited to the login mechanism alone. It is just a minor
part of a complex computer system, and the usability
problems discussed above have linkage into other
aspects of such a typical client—server system design. Our
aim here is, however, to put special focus on the design
and usability of user authentication mechanisms, which
is an often overlooked feature of a computer system.
Basically, a high level of security is necessary in the
healthcare domain. The security parameters of iden-
tity, authentication, and traceability are fundamental
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requirements to any computer system within healthcare.
Being able to see who has entered what data—a pre-
scription for example—is also of high importance
usability-wise. Hence, the challenge is to design a com-
puting infrastructure that fulfills this requirement.

Based on these observations, we have concluded that
the conventional computer equipment seems more
appropriate for office use rather than for medical work
in hospitals. We argue that the concepts, designs, and
technologies within ubiquitous, pervasive, and mobile
computing can significantly improve computer support
for clinical work, including the close cooperation taking
place in e.g. a hospital. Another important part of our
research is therefore to constructively design, implement
and evaluate new types of pervasive computing support
for healthcare [9]. However, just as pervasive computing
technologies might offer some new opportunities, it
introduces at the same time new design chal-
lenges—including challenges for new kind of computer
security. Because security in general, and user authen-
tication in particular, is fundamental to healthcare sys-
tems, we have to consider this ‘login challenge’ within
our design.

In our design of new user authentication mechanisms,
we have put special emphasis on four things: (1) to
support proximity-based user authentication, where users
are logged in by just approaching a display, (2) to sup-
port silent login where users can seamlessly alternate
between being logged in, (3) supporting migrating user
sessions, enabling users to carry with them their work on
the move, and (4) to support suspendable user sessions.
Our current research into the design of a basic pervasive
computing infrastructure for hospitals (and other set-
tings) pivots around our activity-based computing
(ABC) infrastructure. See [3,9] for details.

The ABC framework has been emerging during a two
year period. It has been developed in close cooperation
with clinicians (physicians and nurses) having their daily
work in hospitals. We have conducted 11 design and
evaluation workshops, each lasting a whole day, where
clinicians were asked to co-design, use, evaluate, and test
the framework. A common method in our design
workshops was to let the clinicians role play a number of
clinical scenarios, while using and EPR build on top of
the ABC Framework. In addition, we conducted four
whole-day evaluation workshops with clinicians who
never had seen the ABC Framework before nor had
been introduced to the concepts of activity-based com-
puting. The pictures in Figs. 6 and 7 were taken at these
workshops. User authentication was a recurrent theme
at all the workshops, and the following sections describe
the current design in the ABC Framework.

4.1 Proximity-based user authentication
Looking back at the findings at Department T, there are

numerous occasions where the login procedure caused
focus shifts or breakdowns in the use of the EPR. There

are some basic problems in typing and remembering
usernames and passwords. Various solutions to this
‘problem’ exist. The use of smartcards can be used as a
combined identification and authentication token. Most
smart cards can log in the user (identify and authorize)
when the card is inserted in the reader. However, as a
physical token smart cards are subject to be lost or
stolen. Hence, when smart cards are used in hospitals,
users are still required to type a password when inserting
the card.

The use of biometric systems is an appealing solution
to the trouble of typing usernames and passwords. By
using biometric systems people can be identified by
something they are instead of something they have (e.g. a
smart card) or know (e.g. their password). Several
commercial biometric solutions already exist, including
ones that combine a smart card with a fingerprint
reader. A common way of testing a biometric system is
to measure the tradeoff between the false-acceptance rate
(FAR) (the percentage of imposters incorrectly matched
to a valid user’s biometric) and the false-rejection rate
(FRR) (the percentage of incorrectly rejected valid
users). This tradeoff is still rather high for most systems,
leaving us to choose whether we want a highly secure
system, that rejects a lot of valid users, or a more useful
system that potentially can allow incorrect access to
imposters (see e.g. the test report from the British CESG
authorities [16]).

In the design of the ABC Framework, our original
vision was to log in users as they approach the computer
[2] without forcing the user to find and insert a smart-
card into a reader, or having the user to place a finger
somewhere or look into an iris-scanner for biometric
identification. In a hospital setting this is appealing for
hygiene reasons eliminating the need for potential dirty
smartcards or having a surgeon all dressed up to remove
his gloves to place a thump on a fingerprint reader
(which by the way would be subject to distributing many
bacteria). We call this principle proximity-based user
authentication. In our current implementation [5] we
have, however, introduced a physical token. During our
design workshops and working with the design, we dis-
covered that it was preferable that users made an active
gesture in order for them to log in, and not log in a user
just because she/he was standing next to a monitor.
Hence, we designed a Personal Pen that a clinician
would carry around, and use as a pen on the displays
scattered around the hospital. Embedded in this pen is a
Java Card, which work as an encryption engine for user
authentication. We use contactless smart card readers to
access this embedded Java Card and the user thus does
not need to insert anything into a reader of any kind. A
nurse using a personal pen during one of our design
workshop is shown in Fig. 6.

Instead of asking the user to verify his or her own-
ership of the pen by typing in a password or pin code, we
use a context-awareness system to verify the user’s
location. Hence, by tracking the location of users in the
hospital we have separated the user authentication into



Fig. 6 A physician is using a wall-based display in a conference
situation. In her hand she is holding a Personal Pen, which is used
to authenticate her to the computer. An active badge woven into
her white coat (not visible) is revealing her location to a context-
awareness system

two independent mechanisms, thereby maintaining a
high level of security. A detailed security analysis can be
found in [5].

4.2 Silent login: support for co-located cooperation

Another central aspect of medical work that needs to be
addressed in design of a pervasive healthcare system is
the cooperative character of most work at a hospital.
Looking specifically at the login problems described
above, we observed that a fundamental problem with
the conventional login schema is its personal nature.
Hence, when nurses and doctors hand over paper and
medicine schemas to one another to read and annotate,
this micro-mobility is not supported by the EPR system.
From a usage point of view we would like to have a kind
of ‘shared login’ where several people, like the doctor
and the nurse discussing medication, can be logged into
the same computer at the same time. However, this
would jeopardize the fundamental requirement of
traceability—it is very important that the activities of
each individual are logged for later retrieval. For
example, looking up the name of the doctor who made a
prescription.

To solve this apparent conflict between wanting a
shared, but still personal login we can return to the
paper-based world for inspiration. How was this task
accomplished when using the paper-based medical
record? In this case the doctor and nurse would spread
out all the paper on a table and if a person would move,
remove, add, or relocate a piece of paper, this was
obvious for everybody participating. And they would
have an ongoing conversation while manipulating the
documents. If something needed to be added to a piece
of paper, a prescription on the medicine schema for
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example, the doctor would take the paper and use a pen
to add the information and sign it with his initials. This
signature was recognizable for most parties involved.

In our current design, we imitate this process in the
computer system. The user sessions introduced above
have been created in a way so that several persons can
participate. All participants would have access to this
shared user session and can manipulate whatever the
session is displaying.

When clinicians are gathered around the same com-
puter—which is often the case in clinical confer-
ences—there is a need for them to participate in the
work activity in turn. In this situation we use the Per-
sonal Pen described above, but we do not log out one
user and log in another. We simply keep the users’ ses-
sion running and ’silently’ tell all applications involved
in the session that there has been a change of user. The
users seldom see any fundamental changes at the dis-
play, depending on the specific application. For exam-
ple, in the EPR system, the only visible change when
shifting from a physician to a nurse is that the ’ordinate
medicine’ button is disabled. We call this mechanism
Silent Login and can be conceived as a windows-based
parallel to the Unix command ‘su <username>’.
Figure 7 is a picture from one of our evaluation work-
shops. It illustrates how a group of clinicians are gath-
ered around an interactive conference table participating
in a shared user session. They can each ’silently’ log in to
the session and participate. For example, the physicians
can prescribe medicine and add notes to the medical
record, whereas the nurses can document the hand-out
of medicine, or add comments to the nursing record.

Now, one could argue that silent login is still turn-
taking just in a more quite way. We partly agree, and a
design vision is to support several users each having their
own pen, using it to write simultaneously. In order to
support this scenario, we are struggling with the basic

Fig. 7 A group of clinicians is gathered around an interactive
conference table for a team conference. They all participate in the
session running on the table and can hence ‘silently’ be logged in
and edit medical data according to their credentials in the EPR
system
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limitation of having just one pointing device per com-
puter, one event queue, and singular focus in e.g. text
fields, scrollbars, etc. Solutions to this is, however, being
researched [7, 10].

4.3 Migrating user sessions: support for mobility

As can been seen from the descriptions above, a core
aspect of medical work is its nomadic nature. Hence, the
overall trouble with login is not as such to type in a
username and password, as inconvenient that might be,
but the fact that the user session needs to be reestab-
lished whenever a user moves between locations and
hence computers. Strictly speaking, these problems are
not part of the user authentication mechanisms, but
more an issue of user session management. However,
these problems were conceived by the clinicians as part
of the ‘trouble with login” because they needed to rees-
tablish their user session every time the logged into a
new computer. Hence, we want to address these issues of
user session management for mobile and nomadic users
as part of the user authentication mechanisms in ubig-
uitous computing.

Basically, there are two solutions to this prob-
lem—either equip the hospital staff with mobile com-
puters, like PDAs or Tablet PCs, or equip the hospital
with computers located in relevant places and create a
computing infrastructure that enables the user to move
around while preserving their user session. We have
experimented with both solutions. The mobile solution
can alleviate some of the problems by providing specific
support for isolated tasks, like documentation of medi-
cine at the bedside. However, in many situations, a small
device as regards to display size and computing power
like the PDA is simply not sufficient to display and
process the large amount of data involved in an elec-
tronic patient record. It is, for example, very difficult to
have an overview of the result of a blood test or to look
at an X-ray image on a PDA. Tablet PCs were consid-
ered too large and bulky, not fitting into a pocket in a
white coat. Clinicians need to have their hands free for
e.g. examination of patients and for handling medicine.

Therefore, we have also designed what we have
termed public computers, which are scattered around the
hospital for hospital staff to use as convenient. Public
computers range from small PDA type of devices,
workstations, computers built into the bed and into
conference tables (Fig. 7), to large wall-size displays in
conference rooms (Fig. 6). A user’s session can be stored
in the basic infrastructure and it follows the user around
in the hospital being restored as the user logs in. Central
to our design is what we have termed application roam-
ing where a user’s session, including the application the
user is engaged in, can be 'roamed’ between various
public computers [3]. One concrete implementation is to
transfer an ongoing session from a PDA to a desktop PC
by using the PDA’s barcode scanner and scan a barcode
on the PC (see [6] for details).

4.4 Suspendable user sessions: support for interruptions

A final aspect of medical work, which puts up implica-
tion for the design of login systems, is the way that cli-
nicians are constantly interrupted and need to alternate
between many different tasks and activities.

In line with the idea of having a user session stored
and hence distributed centrally, an infrastructure can
allow the user to have multiple user sessions going on at
the same time. These user sessions can be suspended and
resumed on the same computer, on a different computer,
or they can take place simultaneously on several com-
puters. In clinical situations, when the user is inter-
rupted, she/he can suspend the current user session,
create a new one for the new task and when done,
restore the last one. Furthermore, the user can carry on
with his or her task on other devices (cf. the mobility
aspect above).

5 Conclusion

The paper has discussed the relationship between clinical
cooperation, usability and computer security.

From a usability point of view, we have described
how the conventional login procedures caused consid-
erable usability problems. From our field study of the
EPR system at department T, we have seen how a range
of usability problems can be associated with the system’s
login mechanism. We argue that many of these problems
arise because technology designed and developed for the
office environment is transferred without modification to
the hospital setting. This is reflected in the design of the
system, for example by using conventional username
and passwords for login and the feature of individual
locking of PCs, as well as in the arrangement of desktop
PCs for individual use in the ward office (c.f. Fig. 2). We
have demonstrated that the traditional login procedure
does not in any sense recognize the nature of medical
work as being nomadic, often interrupted, cooperative,
and involving sharing of common material.

From a security point of view, we argue that our
empirical case has demonstrated that usability cannot be
ignored when addressing computer security. A highly
secure system from a technical point of view can be
made insecure if the authentication mechanisms are
difficult or tedious to use [1, 19]. The result is that users
find ways to circumvent and shortcut the security sys-
tem, which leads to vulnerable systems.

We have introduced our design and current imple-
mentation of new ways of handling user authentication
in our activity-based computing infrastructure. Here
emphasis was put on enabling (1) proximity-based login,
allowing a user to be authorized to the system by just
approaching a display, (2) silent login, where several
users can seamlessly alternate in using a display built-
into, e.g. a table, (3) migrating user session, which could
support the mobile work at a hospital, and (4)
suspendable user session, allowing users to alternate



between several tasks, when interrupted. We have
implemented these principles in our ABC infrastructure
and these have been subject to user evaluation during a
number of workshops in our lab at the university.

The findings from our studies of medical work and
the design of new user authentication mechanisms pre-
sented in this paper have concentrated on our research
within healthcare. We would, however, argue that the
aspects of mobility, cooperation, interruption, and
sharing of material are core aspects of much real-world
work as also demonstrated by numerous studies in the
CSCW literature. Such aspects play an increasing role
these years as we are turning to ubiquitous computing
with its overall concept of creating computer support
that enables the user to move away from the office with
its desktop computer. We cannot avoid addressing the
fundamental usability challenges in login and authenti-
cation of users, if this vision is to become viable.
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